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Interplanetary Internet

- End-to-end information flow across the solar system

= “IP-like"” protocol suite tailored to operate over long
round trip light times

- Layered open architecture supports evolution
and international interoperability e

Interplanetary Internet Network Concept(2009). Credits: NASA
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Interplanetary
Internet:

a “network of
regional
interneits’’

Region

Deep Space
Backbone

GSAW2003, Interplanetary Internet,

8
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o SFMil X| 2t 0] 2FM HiXI& Sttt 4% T)| 5
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- 0fid] Al THE S ddl= Al EL
o EOHMBI ME J12kE QIO CHMTE A2kE S8t 23| MS Jis

S WA OIE{Y =0l A0 DTN* =0l LS R+ S|
+ Intermittent link connectivity 25 QM 5
o WA @ oidh ol Q= (J| A WADl= 21 AI2H9] Jitter(FAIZI~S2)E 210 SF0AQ] SAl 3= 2t
gy od E3& Nd
o XIAIM AI20l= Internet TR EEL delay?} disruption(] A8 3 2t (]l 801X &S
o Delay®} disruption(]l (128 £ U= Store & forward J|1S& XY DTN 20| (S QM0 ST &

*DTN: Delay/Disruption Tolerant Network

https://webcache.googleusercontent.com/search?q=cache:nOC2GVEXvdQJ:https://arxiv.org/pdf/1810.01093+&cd=2&hl=ko&ct=cInk&gl=kr
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WAZHOIEY(RF AHY) ETRI

el T e

@ Interplanetary Space Internet(IPN, InterPlaNet)

v SFE3ZHIAMC HEHT L E Zt S4I(JPL Vinton Cerf & Adrian Hooke)

» &2 20| HI|0fl CloHA XIH0] &
o X|7-=(389tkm-1.281 %),
o X|-BtAM (5K 6 Oikm: 3.18, 4214 Oikm: 22.38),
o Xl{1-=A(622%ig8iiTikm: 34.93, 92 2%ig8Tikm: 51.5&)
o O|& 2=01J| 4Bt MIE2 TFZEE - Store-and-Forward Network of Internets — Bundle Protocol
@ Delay(or Disruption) Tolerant Network (DTN)

& Space for Internet and Internet for Space
+ Scott Burleigh, Vinton Cerf, Jon Crowcroft, Vassilis Tsaoussidis
+ Ad Hoc Networks, 2014
+ https://doi.org/10.1016/j.adhoc.2014.06.005

https://en.wikipedia.org/wiki/Satellite_Internet_access
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+ Protocol: TCP/IP

& Bundie Protocol
+ BOrETI HELA0 Xetet TZE& > Delay (Disruption) Tolerant Network (DTN)
o Store and forward Jls
o OINE J|HIOR Ol= 1l M2
& Delay Tolerant Network (DTN)

+» &A% SXI| ZHil AA-Y0l ST HIOIEHE MEBUCHL 01S0HH M50101 HIOIEHE ME0I= UIER T2 XIA(delay)
Ol =4t SE20F = HE JIstt UIENT JIs
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Delay (Disruption) Tolerant Network (DTN) ETEIIN
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DTN for Space Internet
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Terrestrial Network vs. DTN ETRI

.—-s ........................................................ iSRS
Application Application
Lower- | |_ Lower- | |_ Lower- | | Lower-

— Layer | [+ Layer | | Layer | | Layer _
— Protocol | [ Protocol -|{ | Protocol -{ [~ Protocol -
Application Application

common
across a DTN
Transport(TCP) Transport
Low-layer Low-layer
rotocols, protocols,
F’Common Network(IP) Network optionally
across all . . specific to
Internet Link Link each DTN
nodes _ _ node
Physical Physical
Internet Protocols DTN Protocols

E T 21 Proprietary LBS@etri.re.kr 15 SZY ICT B= ZHHHA 202202 THYEHN(2022-11-09)



DTN Protocols

DTN User Applications

DTN User Utilities:
CFDP; Asynchronous Messaging (AMS); Video/Audio Streaming

DTN Deployment Services (Timing, Naming, etc)

Bundle Security Protocol (BSP)

Bundle Protocol (BP)

(o DTN 144

Quality Of Service
Key Management
Network Mgmt

Licklider Transmission Protocol (LTP)

Space Link
Approaching Flight Progressing to
- Readiness wargds Fligft Re - Early stage of Not part of DTN
adiness development
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Interplanetary Overlay Network(ION) ETIRI

& Scope
+ Bundie Protocol, Bundle Security Protocol (BSP), Licklider Transmission Protocol
(LTP), Bundle Streaming Service (BSS)

+ Delay-Tolerant Payload Conditioning (DTPC), CCSDS File Delivery Protocol (CFDP),
CCSDS Asynchronous Message Service (AMS), Bundle Streaming Service (BSS),
Asynchronous Management Protocol (AMP)

& Features
+ Contact graph routing (CGR)
+ Compressed bundle header encoding (CBHE)
+ Built-in private dynamic management of memory allocated at startup
+ Robust flow control and congestion control

& Supporting OS
+ Linux, Solaris, OS/X, FreeBSD, Windows, VxWorks, RTEMS, bionic
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CCSDS ETRI

& The Consultative Committee for Space Data Systems (CCSDS) is a multi-national
forum for the development of communications & data systems standards for
spaceflight.

& Leading space communications experts from 28 nations collaborate in developing
the most well-engineered space communications & data handling standards in the
world.

& The goal to enhance governmental & commercial interoperability & cross-support,
while also reducing risk, development time & project costs.

& More than 1000 space missions have chosen to fly with CCSDS-
developed standards.

& 11 Member Agencies
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https://public.ccsds.org/participation/member_agencies.aspx
https://public.ccsds.org/Publications
https://public.ccsds.org/implementations/missions.aspx
https://public.ccsds.org/Publications

Observer Agencies

E T 21 Proprietary

Austrian Space Agency (ASA)/Austria.

Belgian Federal Science Policy Office (BFSPO)/Belgium.

Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.
China Satellite Launch and Tracking Control General, Beijing Institute of Tracking and
Telecommunications Technology (CLTC/BITTT)/China.

Chinese Academy of Sciences (CAS)/China.

China Academy of Space Technology (CAST)/China,

Commonwealth Scientific and Industrial Research Organization (CSIRO)/Australia.
Danish National Space Center (DNSC)/Denmark.

Departamento de Ciéncia ¢ Tecnologia Aeroespacial (DCTA)/Brazil,

Electronics and Telecommunications Research Institute (ETRI) Korea.

European Organization for the Exploitation of Meteorological Satellites (EUMETSAT)/Europe.
European Telecommunications Satellite Organization (EUTELSAT)/Europe.
(eo-Informatics and Space Technology Development Agency (GISTDA) Thailand.
Hellenic National Space Committee (HNSC)/Greece.

Hellenic Space Agency (HSA)/Greece.

[ndian Space Research Organization (ISROYIndia.

Institute of Space Research (IKI)/Russian Federation.

Korea Aerospace Research Institute (KARI)Korea.

LBS@etri.re.kr

Ministry of Communications (MOC)/Israel.

Mohammed Bin Rashid Space Centre (MBRSC)/United Arab Emirates.
National Institute of Information and Communications Technology (NICT)/Japan,
National Oceanic and Atmospheric Administration (NOAA)/USA.

National Space Agency of the Republic of Kazakhstan (NSARK)/Kazakhstan.
National Space Organization (NSPO)/Chinese Taipel,

Naval Center for Space Technology (NCST)/USA.

Research Institute for Particle & Nuclear Physics (KFKI)/Hungary.

Scientific and Technological Research Council of Turkey (TUBITAK)/ Turkey.
South African National Space Agency (SANSA)/Republic of South Africa.
Space and Upper Atmosphere Research Commussion (SUPARCO)/Pakistan,
Swedish Space Corporation (S5C)/Sweden.

— Swiss Space Office (SSO)/Switzerland.

United States Geological Survey (USGS)/USA.

& 32 Observer Agencies

SZYICT HE HHHA 2022@ 2 THR EFY(2022-11-09)



/Spcceauh Onboard G‘pote Link Services )
Interface Services ® RF & Modulation
® Onboard Wireless W6 ® Space Link Coding and
® Application Support Syncrinization
Services (incuding @ Multi/Hyper Data
&, Plug-and-Play) P Compression
@ Space Link Protocols
@ Next Generation Uplink
® Space Data Link
Security
® Planetary
Communications
® Optical Coding and
Modification
.
E T 21 Proprietary LBS@etri.re.kr

(Cross Support Services [Spooe lllmelvmkhg\  Mission Operations b
@ (ross Support Service 2 MM.I:'!!.“ hSnaanm
Management ® Asynch Messaging :
® (ross Support Transfer ® [P-over-C(SDS Links ® Navigation
Services ® Motion lmugery ond ® Sp(l(e(r ﬂﬁ Monitor (ll’ld
® (ross Support Applications Control
i Architecture )| ® Delay Tolerant @ Data Archive Ingestion
Networking ® Digital Repository
® Voice Audit/Certification
\ @ (FDPoverEncap \’ Telerobotics ]
Six Technical Areas
Systems Engineering W Twenty-seven working bodies:
® Security @  Vorking Group (producing standards)
® Space Assigned Numbers Authority @  Birds of a Feather stage (pre-approval)
C Delta-DOR ) @  Special Interest Group (infegration forum)
21
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Missions / Programs

Technical Committee 20 (ISO/TC20): Aircraft and Space Vehicles

Subcommittee 13

Subcommittee 14 (ISOITC20/SC13):
(ISOITC20/SC14): il TC20/SC13

Space Systems Information Transfer Heads of Delegation
and Operations Systems (CCSDS CMC)

(Secretariat- AIAA)

Debris ! Ground Engineering
& fout & Production ---——
- Spmimn Cross Support Mission Ops &
(natural & Frogram Materials and Servces Info Mgt Services
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CCSDS Book Colors

BLUE BOOKS

Recommended Standards

Normative and sufficiently detailed (and pre-
tested) so they can be used to directly and
independently implement interoperable
systems (given that options are specified).

ORANGE BOOKS

Experimental

MNormative, but may be very new technology
hat does not yet have consensus of
enough agencies to standardize.

MAGENTA BOOKS

Recommended Practices
Mormative, but at a level that 1s not directly
implementable for interoperability. These
are Reference Architectures, APls,
operational practices, etc.

YELLOW BOOKS

Administrative
CC5DS Procedures, Proceedings, Test
eports, etc.

¥ SILVER BOOKS

Historical

Deprecated and retired documents that are
ept available to support existing or legacy
implementations. Implication is that other

: agencies may not cross-support.

GREEN BOOKS

Informative Documents

MNot normative. These may be foundational
for Blue/Magenta books, describing their
applicability, overall archtecture, ops
concept, eic.

PINK BOOKS/SHEETS

Draft Revisions For Review

Draft Revisions to Blue or Magenta books
hat are circulated for agency review.

Pink Books are reissues of the full book,
Pink Sheets are change pages only.

RED BOOKS

Draft Standards/Practices

Drafts of future Blue/Magenta books that
re in agency review. Use caution with
these._ .. they can change before release.
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Wy faUZol AIME & AT M el ETIII1

& Korea Pathfinder Lunar Orbiter(KPLO)

- & =T 2 678kg (1.82m % 2.14m x 2.29m), EIXHAl S(34.2ka)

- ASTHIY, 24T B &3 100km & HI<, ZA 905, ETHHI671(NASA ShadowCam X&)
- 20224 8& 52! OI=2 EZ2ICH AIOI=ZAHILIHIE JIXIONA AHIOIAXALC Falcon9 EHC T WALE
- 20224 1280]|l € Hlx X2, 202349 1&8FH AR =

-
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DTN node DTN EE
KPLO(DTNPL)  DTNE 0|23t Z0IAC] SMAIE
DTN fpde 4w N AlAH 2d
o T -5 DTN X|&=: RCC, LCC, MCC
& HITM: KPLO(DTN node),
2 ] M: Lander(DTN node),

Rover(DTN node)
Internet
Moon
| , DTN Payload (DTNPL)
. H/W: Single Board Computer

Processor: 32-bit LEON3

Operating system: RTEMS

Mass: 0.8 kg

Power Consumption: < 5SW
DTN Protocols

Bundle Protocol (BP)

Liklider Transmission Protocol (LTP)
DTN Applications

BP message service (HIMIXIX&

File transfer using CFOP (I &%)

Video streaming using bundle

streaming service(HI(]2 AEZ|Y)

KDSA: Korean Deep Space Antenna
Earth DSN: NASA Deep Space Network
MOC: Mission Operations Center
DCC: DTN Communications Center
LCM: Lander Communications Module
RCM: Rover Communications Module
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KPLO: Korea Pathfinder Lunar Orbiter
DSN: Deep Space Network

MOC: Mission Operation Center

ION: 3.6.1 DCC: DTN Control Center
IPN: 19

ﬁ'

ION: 3.7.0 ION: 3.6.1 ION: 3.6.1
IPN: 40 [€ e S BTINEET VPN > IPN: 20
NASA DSN KARI MOC ETRI DCC
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The 15t KPLO In- -flight DTN Test

Bttt T
® Four DTN nodes for KPLO DTN

«<* NASA: DSN node
<+ KARI: MOC

o e
L2 azsy

 ETRI: KPLO DTNPL, DCC ot
® Distance between KPLO and Earth: 1,220,000km (25t of August, 2022) (88 259 2241 84

P EELEPIE

£

T e— DSN DTN NODE KPLO MOC DTN NODE ETRI DTN NODE
| DSN Relay KDN1 DCC
! Ltpesse |
—CADU LTP \
= ! MNode IPN :40 R <
- o ) Node IPN : 31 Jop Node IPN : 20 202 1342t 572 132 3%
DSN antenna i —CLTU BSSP apsdinta - 13722889165 20202090 | | 10.10.60.02
(Goldstone, Madrid, ! oty Sizas, | TP transfer /1ce = ——UDP—— 1060
Canberra) | opsdindb: 137228196222 I LTF ct = 2} of 2401
A
* - T -1|P- T y 'y EE—vOﬂoe
5 7 TCP
= H-TCP 2022412217
| UDP
DSA
bssp transfer JUDP & TCP [
o LTP
=

TCP

CLTU

HU
e

ICT H= AHHA 2022@ZTHEEI(2022-11-09)
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® BP message test KPLO: Korea Pathfinder Lunar Orbiter
< Message path DSN: Deep Space Network
> DCC -> MOC > DSN > KPLO MOC: Mission Operation Center
> DCC & MOC < DSN & KPLO DCC: DTN Control Center

s Message testing capture

3 I 008 dc p@d : ~/Desl kt p/lON DCC_5.0_VPN

- (base) dcc-op@dcc: ~/Desktop/ION DCC_5.0_VPNS bpsource ipn:19.3 ”#bpsource 1p Message (TC) from DCC to KPLO
In:20.3 'five by five'" L

"abc(base) dcc-op@dcc:~/Desktop/ION_DCC_5.0_VPN$ deefggshgsgtyzION event: Pay;
load delivered. e
payload length is 12. | Message (TM) from KPLO to DCC

: five by five :

S

base) d dcc:~/Desktop/ION_DCC_5.0_VPN$S bpsource ipn:19.3 "#bpsource ip|
Ig 58 % .§f g _@_ILCCEI-/ ‘;quzl /Ef SFuf 5 bp P P p. Message (TC) from DCC to KPLO
abcdeefg(base) dcc- op@dcc:~/Desktop/ION_DCC_5.0_VPNS gshgsgtyzION event: Pay
load delivered.

?glg?% }fo'g Fhﬁagé} o Message (TM) from KPLO to DCC

sil
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® File transfer test using CFDP

<» Command: DCC — MOC — DSN — KPLO File transfer: KPLO — DSN — MOC — DCC
bC~ e S @ 1.2510¢ | J
; 1o [
;;‘ TRO000 -
B000a0 -
2h0000 -
1]
T T4 ] ] G
Time (s}
KPLO: Korea Pathfinder Lunar Orbiter
sl DSN: Deep Space Network
MOC: Mission Operation Center
B DCC: DTN Control Center
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The 15t KPLO In-flight DTN Test

‘-_rrfi

ETRI

® BSS test capture

% Small size video displayed successfully. Large size video was not displayed due to the network speed

< Cm 1y

=

.- o < a o 2N B 3 =2 - "o e e - o T A A S - ®

dcc-op@dcc: ~/Desktop/ION_DCC_5.0_VPN
tarting ION node ipn:20 on dcc from /home/dcc-op/Desktop/ION_DCC_5.0_VPN

wmKey :

R fwmSize: 10000000
- "wmAddress: (0]
... sdrName: fied
.4+ % .sdrWmSize: 5000000
... configFlags: 1
..~ heapWords: 10000000
= ":. heapKey: -1
__>:"logSize: (0]
‘si. LOogKey: -1
- -. ® pathName: './SDR"
R Stopping i1onadmin.
J % -‘Stopping i1onadmin.
© .+ Stopping ionsecadmin.
Stopping ltpadmin.
i ° Stopping bsspadmin.
-Stopping bpadmin.
Stopping cfdpadmin.

1] admin pgm using SDR parm overrides from ipn.ionconfig.
(0]

+ . 'Startup of ION node ipn:20 on dcc is complete!
T bpsink is running.
:-(base) dcc op@dcc ~/Desktop/ION DCC 5.0_VPNS D

-@“@“'Emﬂﬂﬂﬂﬂ%

& & @ dcc-op@dcc: -—/Desktop/loN_DCC_S.O_VPN

(base) dcc-op@dcc:

~/Desktop/ION_DCC_5.0_VPNS$S 1s

i SDR bsscounter_repo 1ipn.bssprc ipn.ltprc
> ." 'bat.png correct ipn.bssprc_bak 1log.txt
7 - bssDBOO1.dat global.ionrc ipn.cfdprc rtp
. bssDBOO1.1lst init_sh.sh ipn.ionconfig spring_f_danuri.jpg
> bssDBOO1.tbl ion.log ipn.ionrc uplink. txt
bsscounter ionstart.ipn ipn.ionsecrc vsr_mod
bsscounter_basic ipn.bprc ipn.ipnrc vsr_package

ETIR

(base) dcc-op@dcc:

B Proprietary

LBS@etri.re.kr

~/Desktop/ION_DCC_5.0_VPNS
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The 2"d KPLO In-flight DTN Test
@ Four DTN nodes for KPLO DTN

«* NASA: DSN node, KARI: MOC, ETRI: KPLO DTNPL, DCC
® Distance between KPLO and Earth: 1,280,000km (28t of October, 2022)

=1 sasa@chicken-beer-500cc: ~/Desktop/ION_DCC_5.0 (®] = = =] <

Starting ION node ipn:20 on chicken-beer-500cc from /home/sasa/Desktop/ION_DCC_5

.0

[1i] admin pgm using SDR parm overrides from ipn.ionconfig.
wmKey : c]
wmSize: 10000000
wmAddress: (]
sdrName: 3
sdrWmsize: 5000000
configFlags: 1
heapWords: 10000000
heapKey: -1
logSize: (c]
logKey: e
pathName: './SDR’

Stopping ionadmin.

Stopping ionadmin.

Stopping ionsecadmin.

Stopping ltpadmin.

Stopping bsspadmin.

Stopping bpadmin.

Stopping cfdpadmin.

Startup of ION node ipn:20 on chicken-beer-500cc is complete!
bpsink is running.

= Jcc: S D

1 sasa@chicken-beer-500cc: ~/Desktop/ION_DCC_5.0 Q = — (=] 3

: S




Upcoming DTN Test ETR

e ewrasssspss TS TR RRIIIIIL oo

® Upcoming Test Schedule

* Normal orbit test
> 15t DTN test: January of next year (TBC)
> 2" and further tests: TBD

® Additional Test Case

DTN test with various disruption scenario is under planning during KPLO
in normal orbit
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NASA LunaNet & DTN

LunaNet DTN concept graphic.
Credits: NASA/Reese Patillo

' 2021

User w /-;":“ Lunar Relay

S, ol

User Relay Satellite

Lunar Surface User

Lunar Surface User

Gateway

LunaNet & DTN

Delay/Disruption Tolerant Networking (DTN) will revolutionize space communications,
extending internetlike capabilities to space and serving as the foundation for the
LunaNet architecture.

The network protocols that enables the terrestrial internet, the Internet Protocol (IP)
suite, rely on an uninterrupted connection for data transference. In space, missions
can have long delays or disruptions due to distances and orbital dynamics, and
DTN will make NASA's networks flexible enough to overcome these issues.

Each DTN node can store data if there’s no clear path to the next node. The network

Ground Station Lt also offers flexibility in terms of the route data may take, finding the optimal path to

reach its destination. Unlike the computerto-computer IP connections used in the
SConoepal VIbalaH T ot et 16 tho atile] modern internet, DTN technologies allow for the temporary disruptions often
present or future network architecture. Not to scale. experienced by Spccecraﬂ' fcr from EGI’fh >
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SA Moonlight Initiative

Cesa & TELESPAZIO

a LEONARDO and THALES company

Moonlight

Telespazio is leading an international consortium that aims

to build and operate a communication and navigation
infrastructure to enable the lunar economy. This study is part
of the Lunar Communications and Navigation Services (LCNS)
project of the ESA’s Moonlight initiative.

FUCINO SPACE CENTER

(=) TELECOMMUNICATIONS NAVIGATION

©) F’VOVSfIZT'IONINGV TIME

‘ ® COMMERCLAL
o CUBESAT

® NAVIGATION AND
- POSITIONING SATELLITE

-

® CISLUNAR
g SPACE HABLTAT

. - e [ 0 ® COMMUNLCATLON
- — h 1 SATELLTITE
-

® HUMAN AND

CARGO CAPSULES

A SUSTAINABLE

ENTERPRISE LUNAR ECONOMY EXPLORATION

The return to the Moon must This will enable the rise These services will be vital
be financially sustainable. of a future Lunar Economy, in supporting the long term
This infrastructure will fulfill the permitting mining vehicles return of astronauts to the
needs of commercial companies or space tourists to communicate Moon. by enabling contact
and agencies through a service and know their precise position with the Earth and eas:
model reducing their mission on the Moon. control of self driving rovers.

complexity.
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) IESA Moonlight Initiative = SSTL Lunar P

éthm der ETRI

Lunar Pathfinder is
capable of relaying o
various types of data ég o o %
) Point to point exchange
TM/;I'C betweent J % O of data between lunar
customer asset an assets without involving

ground station earth station, via Lunar
Pathfinder™®.

% *This service will not be available
Payload data between initially.

customer asset and
ground station

&

Layer Moon Link Lunar Pathfinder uses a CCSDS Proximity-1 protocol
CCSDS Proximity-1 for communication with customer assets with
Data Link Proximity-1V4 Transfer Frames in which the assets
CCSDS Proximity-1 data will be encapsulated.
Physical )
Benefits

o7 Works with multiple assets in the same coverage area
o Works with assets of varying performance levels
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q= _ ETRI

& LFAHUOI2l= 80
v SFIZ0| A 0|28 2IHYI(Satellite-based or Space-based Internet)

v T2 AAAITM, HFM, =H, 2F2& 18 21IeY(Interplanetary space Internet) — DTN(Delay
or Disruption Tolerant Network)

@ ETRI= U5=l0ll ETHE 23205 E§IHMI(DTNPL)& JHE

& 20229 88 58 EAIE Odl= HE- X+ dl 18T EQIE L1 HAM 128 20l E Hlx
100km &30l 210 A

& 202214 83 258i(1228tkm)il} 10E& 288(128 Ttkm)0fl 3=21E{ 0| tHE! GiHIAIE S S
& 20234 1& FH U5al9 6J1X| SHITOIAM Q] AP0

@ ETRIZ| 2P0HA EIliMl= DTNE 0|8t SUAMHIA2 ‘WM XIS, ‘MAXS, ‘@Al
JHAED T AIE-HOIEMAIZIER EHTUIAM SFAEHY AIR)

& SLFAHA(DTN) JIS2 Ol LFEAIS U0 AU I S2Tt LIS
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